
WHITE PAPER

HOW AN LMS
CAN IMPROVE
COMPLIANCE

https://www.sumtotalsystems.com/?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance


1HOW AN LMS CAN IMPROVE COMPLIANCE

HOW AN LMS CAN     
IMPROVE COMPLIANCE
Compliance is hard — and with ever-evolving regulations, changes to existing rules, and 
globalization of workforces, it’s only going to get harder. 

Meanwhile, the repercussions for failing to comply with the rules are ever more 
damaging and far-reaching. Thanks to modern technology, brand reputation can now 
be destroyed almost instantly. In addition, consumers and businesses alike have begun 
to select brands based on reputation rather than product — a trend experts predict will 
continue as consumers become more conscious about where they spend their dollars. 

There are a lot of ways businesses can be proactive about improving compliance, but 
arguably the most important is building processes around continuous learning. 

This white paper will explain the cost of taking a lax approach to compliance and detail 
how a robust learning program built on a learning management system (LMS) can help 
your business go from being reactive to being proactive.

https://www.sumtotalsystems.com/solutions/talent-development/learn?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
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THE REAL COST OF A 
‘STATUS QUO’ ATTITUDE 
TOWARD COMPLIANCE 
Despite having a general awareness of the importance of risk management, companies 
often adopt a passive compliance strategy when faced with tight budgets — in other 
words, they maintain the status quo simply because it’s “working” and therefore does not 
demand any additional attention or resources. 

Companies with this attitude are forced to take a reactive approach that involves dealing 
with compliance only after it becomes an issue. 

Organizations lose 
an average of $4 
million from a single 
noncompliance event.
- Globalscape

But the consequences of this approach could be costly. 
 
One study revealed that organizations lose an average of $4 million from a single 
noncompliance event, while another study found that the cost of noncompliance           
increased 45% between 2011 and 2020. 
 
A 2021 study from AON Risk Solutions found that regulatory changes and damage to 
brand/reputation were among the top 10 risks facing businesses today — and  
noncompliance can greatly increase the exposure your business faces. As a whole, the 
risks of noncompliance can be summarized as:

●  Damage to corporate reputation that hurts sales and brand value for an 
immeasurable amount of time

●  Audits, investigations, fines, and even potential criminal charges

●  Business disruption through suspension of operations, inability to fulfill contractual 
commitments, and redirecting efforts to implement process changes imposed by 
regulators

●  Loss of productivity and talented employees

●  Indirect costs of manual processes (e.g., monitoring and reporting required 
certification training, ensuring proper alignment of qualified staff with specific 
roles, tracking continuing education credits)

Learn more: The Ultimate Cost of Noncompliance

https://www.globalscape.com/resources/whitepapers/data-protection-regulations-study
https://www.globalscape.com/resources/whitepapers/data-protection-regulations-study
https://insights.diligent.com/wp-content/uploads/2020/09/How-Compliance-Officers-See-World-2020.pdf
https://www.aon.com/2021-global-risk-management-survey/index.html
https://www.sumtotalsystems.com/blog/the-cost-of-non-compliance?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
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ARE YOU COMPLIANCE-CONFIDENT? 

●		Compliance	officers	find	that	constant	regulatory	change	is	their 
biggest challenge.

●  Compliance teams at 87% of organizations report that they have no additional 
capacity	to	manage	compliance	due	to	being	understaffed	and	underfunded.

●  A total of 40% of companies rate their compliance programs as basic or reactive.

●		Among	surveyed	chief	compliance	officers	(CCOs),	54% said they needed 
additional subject matter expertise in data analytics.

●  CCOs also identified	a	need	to	refine	processes	around	remote	compliance	
departments due to COVID-19 restrictions.

WHY AN LMS SHOULD 
BE PART OF 
YOUR COMPLIANCE 
PROGRAM
Although few consider learning programs to be a pillar of improved compliance, 
compliance can often be seen as a function of how employees are trained. After all,   
better training and learning practices may reduce the cost of noncompliance.

That said, you shouldn’t leave learning to the discretion of individual managers and 
employees — a learning program should be administered via an LMS that allows 
organizational leaders to track progress, provides access to audit trails, and makes 
learning scalable. 

https://www.reuters.com/article/bc-finreg-cos-of-compliance-executive-su/cost-of-compliance-2018-executive-summary-and-regulatory-developments-idUSKBN1JZ1L3
https://www.reuters.com/article/bc-finreg-cos-of-compliance-executive-su/cost-of-compliance-2018-executive-summary-and-regulatory-developments-idUSKBN1JZ1L3
https://www2.deloitte.com/content/dam/Deloitte/au/Documents/audit/22012021-state-of-Compliance-Survey-Publication-5.pdf
https://www.reuters.com/article/bc-finreg-cos-of-compliance-executive-su/cost-of-compliance-2018-executive-summary-and-regulatory-developments-idUSKBN1JZ1L3
https://advisory.kpmg.us/articles/2021/cco-survey-2021-gated.html
https://advisory.kpmg.us/articles/2021/cco-survey-2021-gated.html
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WHAT TO LOOK FOR IN 
AN LMS TO IMPROVE 
COMPLIANCE
Although having an LMS is important, finding just any LMS on the market and plugging 
it into your employee training program won’t suffice. If improving compliance is a key 
business goal, you should take the time to evaluate your options and determine which 
LMS will best fit your needs. 

In this section, we’ll look at some of the most critical LMS features you should look for if 
your goal is to reduce the risks of noncompliance.

1.  AUDIT TRAILS

Audit trails allow administrators to have electronic records of all courses that        
employees complete in the LMS. The system should show who accessed learning 
content, how long they engaged with it, and if they passed an assessment or signed a 
relevant policy.

Audit records can be used to prove compliance in every area of the business. For 
example, if there’s an accident in the workplace, investigators will want to determine 
whether everyone involved was properly trained on safety procedures. Being able to 
prove this reduces your likelihood of lawsuits and penalties.

Learn more: How humm group Uses Its LMS to Maintain Compliance

2. ABILITY TO HANDLE MULTIPLE REGULATORY 
FRAMEWORKS

If your business operates in multiple geographies, you’ll need to comply with 
multiple frameworks that are region- or country-specific, such as the Occupational 
Safety & Health Administration (OSHA) or Federal Aviation Administration (FAA) 
regulations in the United States and the General Data Protection Regulation (GDPR) 
in the European Union.

A reliable LMS will make sure all your employees comply with relevant regulations as 
they complete courses or standalone training.

As of 2022, 137 out of 194 countries have legislation in place to ensure the 
protection of data and privacy.

https://www.sumtotalsystems.com/blog/the-cost-of-non-compliance?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
https://www.sumtotalsystems.com/customers/humm-group?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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DATA PROTECTION AND PRIVACY LEGISLATION WORLDWIDE

3. A RULES ENGINE

Setting up a “rules engine” allows you to ensure that employees receive the specific 
training they need to do their jobs. With a rules engine, you can automatically assign 
learning modules to employees based on specific criteria.

For example, if you hire a new employee, they’ll immediately be assigned the training 
they need based on factors like:

●  Employee status

●  Role

●  Location

An LMS that allows for this level of granularity will facilitate scaling more efficiently 
than an LMS that lends itself to a one-size-fits-all curriculum or one that requires 
learning modules to be manually assigned to users by administrators.

Legislation
Draft Legislation
No Legislation
No Data Source: UNCTAD, 12/14/2021
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4. RECURRING CURRICULUM TRACKING

Some roles require regular training to ensure that employees are up to date on best 
practices. For example, pilots need to get their License	Proficiency	Check every year.

An LMS should make it simple to track which employees’ certifications are about to 
expire and nudge them to renew their credentials. Lapsed certifications are a major 
compliance risk that can be avoided by automating the recertification process.

Learn more: Work Injury and Death: When Standalone Training Isn’t Enough

5. VERSIONING

“Versioning” refers to the creation of multiple software releases. While every version 
should function in the same manner, later (i.e., more recent) versions tend to include 
upgrades or additional features.

In some heavily regulated industries, versioning may be essential for compliance. If 
you operate within one of these industries, an LMS that allows you to use a previous 
version for longer will give members of your IT team the time they need to “validate” 
the software —that is, to ensure that it works the way it is supposed to and that the 
user experience is what was expected.

https://www.cnn.com/travel/article/pilots-recency-flying-hours/index.html
https://www.sumtotalsystems.com/blog/work-injury-and-death?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
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CONSIDERING A 
NEW LMS?
View these 6 steps to selecting your next LMS.

PROACTIVELY PROTECT 
YOUR BRAND WITH 
AN LMS
Warren Buffett once said, “It takes 20 years to build a reputation and five minutes to   
ruin it.”

Your reputation is at stake when you fail to adequately invest in learning and compliance. 
At the heart of a robust learning and compliance program is an LMS that allows 
businesses to scale learning without sacrificing quality of education.

SUMTOTAL CAN HELP

Learn how our LMS can help you scale your learning program and start driving better 
outcomes.  Let's talk.

https://www.sumtotalsystems.com/blog/six-steps-to-selecting-your-next-learning-management-system?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
https://www.sumtotalsystems.com/blog/six-steps-to-selecting-your-next-learning-management-system?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
https://www.sumtotalsystems.com/blog/six-steps-to-selecting-your-next-learning-management-system?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
https://www.sumtotalsystems.com/blog/six-steps-to-selecting-your-next-learning-management-system?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
https://www.sumtotalsystems.com/blog/six-steps-to-selecting-your-next-learning-management-system?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
https://www.sumtotalsystems.com/solutions/compliance-management?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance
https://www.sumtotalsystems.com/contact?&utm_medium=pdf&utm_source=whitepaper&utm_campaign=compliance&utm_content=how+lms+improves+compliance


ABOUT 
SUMTOTAL

SumTotal provides a unified, comprehensive Learning and Talent  
Development suite that delivers measurable impact across the entire  
employee lifecycle. With SumTotal, organizations can build a culture  
of learning that is critical to growth, success, and business sustainability. 
SumTotal’s award-winning technology provides talent acquisition,  
onboarding, learning management, and talent management solutions  
across some of the most innovative, complex and highly regulated  
industries, including technology, airlines, financial services, healthcare, 
manufacturing, and pharmaceuticals.

Skillsoft and SumTotal are partners to thousands of leading global 
organizations, including many Fortune 500 companies. The company  
features three award-winning systems that support learning, performance,  
and success: Skillsoft learning content, the Percipio intelligent learning 
experience platform, and the SumTotal suite for Talent Development, which 
offers measurable impact across the entire employee lifecycle.

Learn more at sumtotalsystems.com.
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