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Five steps your organization can take to improve 
security in a multi-cloud environment 
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Embracing the cloud is critical to realizing digital transformation initiatives and long-term 

growth plans. But while the cloud may grant organizations newfound agility, it can also 

introduce new vulnerabilities for organizations that lack the internal knowledge and skills to 

effectively understand security needs in the cloud. 

Put simply, traditional security models are unsuitable for the cloud. Enterprises must adapt 

their security approach to protect this new environment — and that evolution should start with 

a security platform that is purpose-built in the cloud, for the cloud.

As both a cloud customer and a cloud-native security company, CrowdStrike has a deep 

understanding of the complexities and risks of protecting corporate data and the cloud 

infrastructure that holds it. Here we share five tips to protect a cloud environment. 

1. START WITH EDUCATION 
The vast majority of breaches in the cloud are caused by human error. These errors can 

include misconfigured S3 buckets, leaving ports open to the public or the use of insecure 

accounts or APIs. This risk underscores the idea that a good cloud strategy must start with 

education. Educating teams on security best practices specific to the cloud — such as how 

to store secrets, how to rotate keys and how to practice good IT hygiene during software 

development — is as critical in the cloud as it is in a traditional environment.

CrowdStrike uses the CrowdStrike Intelligence and CrowdStrike Services teams to 

provide ongoing, comprehensive cloud security assessments, including a Cloud Security 

Assessment. As part of this process, our team of cybersecurity experts review the 

organization’s cloud health for common IT issues and concerns. In addition, we will help 

organizations evaluate employees’ adherence to existing security policies and procedures 

and their overall IT behavior.   

2. FOCUS ON VISIBILITY
You can’t protect what you can’t see. This is true even of infrastructure elements that are in the 

process of being decommissioned. 

Organizations’ ability to secure the cloud infrastructure and prevent breaches hinges on 

runtime protection and visibility provided by solutions such CrowdStrike Falcon® Cloud 

Workload Protection (CWP), which help organizations secure their workloads and containers 

with next-generation protection for all end to ends, including servers, workstations and mobile 

devices. This protection is provided regardless of whether the end to end resides in an on-

premises data center or a virtual cluster, or are hosted in a private, public or hybrid cloud.

Put simply, traditional 
security models are 
unsuitable for the cloud. 
Enterprises must adapt 
their security approach 
to protect this new 
environment — and that 
evolution should start 
with a security platform 
that is purpose-built in 
the cloud, for the cloud.
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3. ELIMINATE CONFIGURATION ERRORS    
As noted above, the most common cause of cloud intrusions is human error — more 

specifically, omissions introduced during common administrative activities. For this reason, it’s 

important to set up new infrastructure with default patterns that make secure operations easy 

to adopt. One way to do this is to use a cloud account factory to create new sub-accounts 

and subscriptions easily. This strategy ensures that new accounts are set up in a predictable 

manner, eliminating at least one common source of human error. 

A cloud security posture management (CSPM) solution, such as CrowdStrike Falcon 

Horizon™, helps to provide continuous visibility to the entire cloud estate and eliminate common 

configuration errors. This tool, in conjunction with CWP, will also provide visibility into containers.

4. ELIMINATE SHADOW IT
Shadow IT is another major security risk within enterprise cloud environments. By its very 

nature, shadow IT challenges security because it circumvents the normal IT approval and 

management process. While not typically malicious in nature, these unauthorized assets are 

a threat to the environment, as they often are not properly secured and are accessible via 

default passwords and may be subject to misconfigurations. 

It is important to actively seek out unmanaged cloud subscriptions as part of a comprehensive 

cybersecurity strategy. Further, when found, ensure that responsible parties are identified 

and motivated to either decommission the service or bring them under full management 

along with CSPM tools, such as Falcon Horizon, that will alert responsible parties, including 

cloud operations and security operations center (SOC) teams, of any unmanaged cloud 

subscriptions.

5. EMBRACE DEVSECOPS 
Many companies may be practicing DevOps — but few are embracing DevSecOps. 

Security controls need not slow the speed of application delivery. As developers continue to adopt 

container technologies to increase velocity, the importance of a “shift-left” approach, which moves 

security to be as early as possible within the development lifecycle, has only grown. 

To meet this need, CrowdStrike Cloud Workload Protection was designed to integrate 

frictionless security into the continuous integration/continuous delivery (CI/CD) pipeline. 

This integration takes multiple forms, including continuously scanning container images 

for known vulnerabilities and misconfigurations, detecting malware in base images before 

container deployment, and integrating with developer toolchains. By automating protection, 

organizations can empower DevSecOps to deliver secure applications without slowing the 

build cycle.
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IT AND CLOUD HYGIENE

THREAT INTELLIGENCE 
AND HUNTING

CLOUD SECURITY
SERVICES

END TO END AND 
WORKLOAD PROTECTION
SINGLE LIGHTWEIGHT AGENT, 
SINGLE PANE OF GLASS,  
MULTI-PLATFORM SOLUTION

CLOUD INCIDENT 
RESPONSE

CLOUD COMPROMISE 
ASSESSMENT

CLOUD RED/BLUE 
TEAM EXERCISE

CLOUD SECURITY 
ASSESSMENT

MEET CROWDSTRIKE: 
YOUR CLOUD-NATIVE SECURITY PARTNER 
As a cybersecurity company that has built one of the biggest cloud architectures in the world, 

CrowdStrike has gained an exceptional vantage point and garnered unique experience on 

what it takes to secure cloud workloads and containers. The CrowdStrike Falcon® platform 

includes products and services that help organizations adapt their security strategy for a 

multi-cloud environment. 

Figure 1. Protection when, where and how you need it with CrowdStrike cloud and end to end solutions

Want to learn more about how to minimize risk through a reduced attack surface? Download 

the latest eBook from CrowdStrike, a market leader in cloud-native cybersecurity:  The 
CrowdStrike Security Cloud: Transforming Security for Today’s Modern Cloud Business

https://www.crowdstrike.com/resources/white-papers/the-crowdstrike-security-cloud-ebook/
https://www.crowdstrike.com/resources/white-papers/the-crowdstrike-security-cloud-ebook/
https://www.crowdstrike.com/endpoint-security-products/falcon-prevent-endpoint-antivirus/
https://www.crowdstrike.com/endpoint-security-products/falcon-insight-endpoint-detection-response/
https://www.crowdstrike.com/products/cloud-security/falcon-cloud-workload-protection/container-security/
https://www.crowdstrike.com/cloud-security-products/falcon-horizon-cspm/
https://www.crowdstrike.com/endpoint-security-products/falcon-discover-network-security-monitoring/
https://www.crowdstrike.com/endpoint-security-products/falcon-spotlight-vulnerability-management/
https://www.crowdstrike.com/endpoint-security-products/falcon-x-threat-intelligence/
https://www.crowdstrike.com/endpoint-security-products/falcon-overwatch-threat-hunting/
https://www.crowdstrike.com/cloud-security-products/falcon-cloud-workload-protection/
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ABOUT CROWDSTRIKE
CrowdStrike Holdings, Inc. (Nasdaq: CRWD), a global cybersecurity leader, has 

redefined modern security with one of the world’s most advanced cloud-native 

platforms for protecting critical areas of enterprise risk – endpoints and cloud 

workloads, identity, and data. 

Powered by the CrowdStrike Security Cloud, the CrowdStrike Falcon® Platform 

leverages real-time indicators of attack, threat intelligence, evolving adversary 

tradecraft and enriched telemetry from across the enterprise to deliver hyper-accurate 

detections, automated protection and remediation, elite threat hunting and prioritized 

observability of vulnerabilities. 

Purpose-built in the cloud with a single lightweight-agent architecture, customers 

benefit from rapid and scalable deployment, superior protection and performance, 

reduced complexity and immediate time-to-value.

CrowdStrike: We stop breaches. 

Learn more: https://www.crowdstrike.com/

Follow us: Blog | Twitter | LinkedIn | Facebook | Instagram

Start a free trial today: https://www.crowdstrike.com/free-trial-guide/
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https://www.crowdstrike.com/
https://www.crowdstrike.com/blog/
https://twitter.com/CrowdStrike
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https://www.instagram.com/crowdstrike/
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