
Building a Solution for 
Fraud Detection & Prevention
How top organizations are using the latest 
fraud detection tech to put a spotlight on their 
T&E, improve investigations, and drive prevention.
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It’s not unusual for organizations to have a large quantity of 
employee-related travel and entertainment (T&E) expenses. 
Unfortunately, the sheer volume can be overwhelming, 
creating an opening for fraud in your organization.

However, there is hope. With current automation including artificial 
intelligence (AI) and machine learning (ML), and a travel and spend 
management program incorporating best practices, you can better identify 
fraudsters and prevent losses.

This ebook will: 
 • Identify a fraud prevention & detection program
 • Share some useful prevention and reporting tools 
 • Recognize future opportunities for T&E fraud through automation 

technologies, including AI and ML
 • Provide a list of questions to discuss internally with finance, compliance, 

travel, audit, and IT professionals to ensure you’re doing all you can to 
control and minimize this risk within T&E 

© 2019 SAP SE or an SAP affiliate company. All rights reserved.

2 / 10



© 2019 SAP SE or an SAP affiliate company. All rights reserved.

3 / 10

If you have employees, then you have fraud. As a result, savvy companies that 
understand this and commit to having a compliance program recognize that 
spend management is an evolving process that requires continuous updates. 

SAP Concur has found through its experience that these programs clearly 
encompass, understand, and define: 

 • Who to involve
 • How comprehensive the program should be
 • Expense Type validations
 • Receipt Limits
 • Audit Rule configurations
 • Annual reviews
 • Employee certifications 
 • Holding employees accountable
 • Reporting to confirm trends
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The Ultimate Guide to a Fraud 
Prevention & Detection Program

When we first implemented SAP Concur we had 
multiple pop ups and audit rules, but soon found that 
it was disruptive to the users. We also learned they 
weren’t all necessary, so now we’ve found a nice 
balance. This can take some time and practice.
 
Kellie Whitaker, Global Travel Program Manager, 
Kellogg Company

“
”
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POLICIES AROUND TRAVEL AND SPEND. 
Many would agree that a solid program has a 
well-defined yet simplistic policy. However, 
ensuring you can hold employees 
accountable to the policy internally can get 
complicated. Companies need to determine 
if the policy is really a “formal” document or 
simply a “guideline.” An organization’s 
appetite for risk as well as its culture often 
determines this.

TOOLS THAT GET THE JOB DONE.
Best in Class organizations have the right tools to align 
with their policy and better detect and prevent fraud, 
including: 

 • Pop up reminders that help users as they complete 
their reports (i.e. remind employees to check policy 
around gifts before they submit).

 • Audit rules setup to automate business rules and 
that are imbedded in the workflow 

 • Standardize reason codes to identify why an 
expense may not be submitted (i.e. missing receipt)

Top travel and spend management organizations also have a solid strategy in place for:
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From employees, to their managers, to senior management, everyone has a role in 
ensuring compliance. Those who audit or oversee employee spend and uncover 
fraudulent activity are like the “police”– they report the mishap. Depending on the 
severity, the “judge” who hands out the consequence is often the employee’s 
manager and then sometimes HR, Legal, or other departments.

According to a Financial Crimes Compliance Risk Professional, “Policy is not 
enough – training for all employees is necessary, when they enter one’s 
organization and then a brief annual training that may refresh, provide any 
updates or changes. Compliance is everyone’s responsibility.” 

feel a policy should be a formal 
document that holds employees 
accountable with consequences

of ACFE members consider a T&E 
policy a “guideline” with employees 
sometimes being held accountable

93%7%

Make Accountability a Group Effort
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T&E produces a plethora of data. So much so that it can be paralyzing! This is 
especially true for companies who have been using spreadsheets or other tools 
that lack true data visibility and analysis. “It’s almost like being a ‘kid in a candy 
store’ and not knowing what to select first!” says Kellie Whitaker, Global Travel 
Program Manager for the Kellogg Company. “It’s a science knowing what to look 
and ask for. I carefully guide our teams around this.” 

Simplify Your Data

How often do you use T&E data or reports as part of your fraud investigations?

41%   
 
Of webinar poll respondents use T&E 
data and/or reports as part of fraud 
investigations all the time or often, 
making it easier to pinpoint fraudulent 
activity and prevent it in the future.

59%   
 
Of respondents only use T&E data or 
reports sometimes or never, due to lack 
of proper reporting or difficulty sharing 
and analyzing the data across multiple 
departments.
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With so much data, it can be challenging to figure out what to look 
at first. If you aren’t sure where to start, here is list of reports/data 
organizations use to spot trends and uncover both intentional and 
accidental fraud: 

• Duplicate Company Meals 
• Duplicate Expense Items
• Duplicate Hotel stays
• Duplicate Meal Attendees
• Expenses Near Receipt Limits
• Submitted Ticket charges with unsubmitted refunds
• Merchant validation – MCC
• Customized reporting 
• Car mileage VS Car rentals
• Excessive spend in specific expense types
• Airport parking VS Lyft/Uber/Taxi drop off
• Credit card VS Cash transactions
• Frequency of expense report or invoice submissions

3
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It’s Time to Bring in the Robots
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Artificial Intelligence (AI) and Machine Learning (ML) are tools that members of 
the Association of Certified Fraud Examiners (ACFE) agreed should be used in 
Travel and Expense (T&E) programs in organizations. In fact, more than two-thirds 
(80%) of members revealed during a recent ACFE webcast association poll that AI 
and ML should be utilized. 

“Many feel you shouldn’t identify fraud the same way it was done 30 years ago. 
Robots make it easier,” says Connie Hoen, Program Director, Growth & Strategy, 
Extended Services, SAP Concur. “Some are shifting resources from searching 
for issues to analyzing issues using AI and ML which helps reduce cost and 
duration of fraud research.” 

Leaning on this technology enables in-house or outsourced audit teams to focus 
on remediating issues and creating best practices. Spending time in these more 
strategic areas will benefit organizations, especially since employees are spending 
more money across more spend categories, and using more payment methods 
than ever before. “Fraudsters use multiple means to steal and pull off their 
schemes, and many fraudsters attack the company from multiple angles,” says 
Andi McNeal, CFE, CPA, Director of Research for the ACFE1. 

80%
of organizations think ML and AI 
should be used in fraud detection. 
Webinar Attendee Poll, ACFE 2019

1 New Ways to Prevent and Detect Fraud Risks Across Employee Spend Areas, ACFE, 2018
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To start a conversation around preventing and detecting fraud in your 
company’s Travel, Expense or Invoice programs, we suggest you 
address these questions with multiple stakeholders – expense, 
travel, HR, legal, audit, compliance, finance, security – within a group 
or individual meeting. 
 
• Who is overseeing and really in control of your T&E policy and program?
• What audit rules do you currently have in your system? Do you have the right ones?  
• What are you doing beyond audit rules to optimize your solution? Are you using 

expense types? Are you tapping into HR data? 
• Are you integrating your corporate card and travel processes to get better control 

and oversight of spend and receipt documentation?
• What data and reports can help supplement departmental and individual fraud 

investigations? Do you need custom reports? 
• Are you using an external audit service, machine learning or artificial intelligence 

within your spend programs?
• How well do approval managers and the audit team know the policy? 
• Can you conduct a gap analysis to identify the level of fraud within T&E? Look at 

Card/Cash usage, mileage, gift cards. Do you have a receipt policy in place?
• Are employees using expenses properly given all the new avenues they can use to 

book travel (Uber, airline direct bookings) and pay for other expenses (card, cash, 
invoices)? 

Ask the Right Questions
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Want to learn more about having a fraud 
detection and prevention program? 

Listen to our webinar
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Learn More

Read our blog post 
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https://www.concur.com/en-us/resource-center/webinars/acfe-webinar-tips-for-identifying-travel-entertainment-expense-fraud
https://www.concur.com/newsroom/article/why-fraud-examiners-think-ai-and-ml-should-be-used-in-company-travel
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No part of this publication may be reproduced or transmitted in any form or for any purpose without the express 
permission of SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its 
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation 
or warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the 
materials. The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the 
express warranty statements accompanying such products and services, if any. Nothing herein should be construed as 
constituting an additional warranty. 

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document 
or any related presentation, or to develop or release any functionality mentioned therein. This document, or any related 
presentation, and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or 
platforms, directions, and functionality are all subject to change and may be changed by SAP SE or its affiliated companies at 
any time for any reason without notice. The information in this document is not a commitment, promise, or legal obligation to 
deliver any material, code, or functionality. All forward-looking statements are subject to various risks and uncertainties that 
could cause actual results to differ materially from expectations. Readers are cautioned not to place undue reliance on these 
forward-looking statements, and they should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered 
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names 
mentioned are the trademarks of their respective companies. 

See www.sap.com/corporate-en/legal/copyright/index.epx for additional trademark information and notices.

Speakers:

Kellie Whitaker 
Global Travel Program Manager
Kellogg Company

Connie Hoen 
Program Director, 
Growth & Strategy - Extended Services
SAP Concur


	backward 47: 
	Page 2: 
	Page 10: 

	forward 38: 
	Page 2: 
	Page 10: 

	backward 48: 
	Page 3: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 

	forward 39: 
	Page 3: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 

	backward 33: 
	forward 28: 
	backward 40: 
	forward 34: 
	backward 37: 
	forward 32: 
	backward 31: 
	backward 43: 
	forward 36: 
	backward 45: 
	backward 29: 


